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transmissions if they include unregistered satel- 
lite unit identiftcatbn codes. 
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The present invention relates to the field of alarm 
systems and, more particularly, to methods and ap- 
paratus by which remote units such as sensor units 
in an alarm system identify themselves. 

In general, alarm systems consist of a control 5 
unit, a number of distributed sensors units, and one 
or more alarm output units. There may also be a hand- 
set for an operator to remotely control the control unit. 
In modern systems the alarm sensors are adapted to 
communicate with the control unit using signals at ra- io 
dio frequencies. Both simplex and duplex communi- 
cation have been used for this purpose. 

Typically a sensor will send a message to the con- 
trol unit when an alarm condition has been detected, 
when the sensor is being subjected to tampering or is 
when the sensor battery is running low. 

Radio transmission from alarm sensors Include a 
sensor identification code within the transmitted 
message. In this way the control unit can determine 
which sensor has detected the alarm condition, has a 20 
low battery, etc. In order to make the determination 
the control unit must be pre-programmed so as to 
learn the identification codes of the sensors in the 
system. Initially this was achieved by having the sys- 
tem installer set up codes in each sensor and corre- 25 
spending codes In the control unit. This involved set- 
ting up matching dispositions of switches in the sen- 
sors and the control unit. 

Increasingly there has been a trend away from 
manual intervention in the sensor registration proc- 30 
ess. As a first step, alarm systems were supplied In 
which each sensor had its identification code preset 
at the factory. However, the installer still needed to 
set up corresponding codes In the control unit Next, 
it was proposed that each sensor Identification code 35 
should be arranged to contain a portion common to 
the particular system, I.e. a "house code". In this ar- 
rangement the control unit would be set up to monitor 
sensor transmissions and to learn identification 
codes of sensors which had sent to the house code 40 
and which had not transmitted previously. Here the 
"house code" must be manually input in each sensor 
when it is installed. 

A near-automatic system is described in US Pa- 
tent 485571 3. 1 n that system each sensor has a pseu- 45 
do-random identification code set at the factory when 
the sensor is manufactured. Instead of using a house 
code to identify sensors as belonging to a particular 
system the control unit is arranged to learn the iden- 
tities of all the sensors which transmit to it while it is so 
In a program mode. Thus as a preliminary stage when 
the system Is Installed It is necessary to put the con- 
trol unit into program mode and then to trigger each 
sensor so that It makes one of its transmissions. In 
practice it is simplest to trigger a "tamper" transmis- ss 
sk)n because the tamper detection device usually 
consists of a switch within the sensor housing and 
that switeh can be manually operated. 



Although the system of US Patent 4855713 has 
the advantage that It avoids much manual involve- 
ment in the identification process it does have a prot>- 
fem. If the alarm system in question is being installed 
In the vicinity of a neighbour's alarm system then 
there is a danger that a sensorfrom the neighbouring 
system may inadvertently become registered at the 
control unit This will occur when a sensor In the 
neighbouring system happens to transmit during the 
time when the control unit is in program mode. 

In the field of paging by radio communication it is 
known to send both optical and radio frequency sig- 
nals from a central station. Such an arrangement is 
disclosed in European Patent Application EP-A- 
0338785, consisting of a transmission device com- 
prising a modulation circuit, a radio signal transmitter 
for transmitting message signals through air after 
converting them into radio signals, and an optical sig- 
nal radiator for radiating the message signals through 
air after converting them into optical signals. A recep- 
tion device has a contrivance capable of receiving 
both the radk> and optical signals, of combining these 
signals in order to reproduce the message signals, 
and of demodulating the message signals from the 
combined signals. In such an arrangement, the opti- 
cal signals are used to carry the same Information as 
the radio signals, and are transmitted at the same 
time, such that a receiver may receive the information 
from one or other signal, depending on the respective 
locations of the transmitter and the receiver. It Is not- 
ed in the above-mentioned application that privacy of 
communication may be ensured by utilizing the opti- 
cal transmitter, In order to prevent the signal from be- 
ing received by devices of the communication sys- 
tems, but the application does not concern the regis- 
tration of systems units, and hence the particular use 
of the optical medium to which the present invention 
relates is not contemplated in any way In relation to 
the paging system described above. 

Embodiments of the present Invention have the 
advantage that they avoid the problem mentioned 
above, in relation to US-4,855,71 3, of inadvertent reg- 
istration of sensors foreign to the alarm system in 
question. They also retain the advantage of requiring 
minimal manual Intervention In registering sensors 
onto the alarm system. 

The present Invention provkies a system conrv 
prising a master unit and at least one satellite unit, 
wherein: 

the or each satellite unit comprises means for 
transmitting signals including a satellite unit identifi- 
cation signal over a radio frequency channel and 
means for transmitting signals Including the satellite 
unit identification signal over a line-of-sight commu- 
nication channel; and 

the master unit comprises means for receiving 
signals on radio frequency and line-of-sight commu- 
nications channels; means for recovering satellite unit 
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identification signals from the received signals and 
means for registering identification signals received 
on the line-of-sight channel as Identificatbn signals 
of satellite units belonging to the system. The present 
invention further provides a master unit for the above 
system and a method of registering a satellite unit as 
a member of a system such as the above system. 

In general, alarm systems according to preferred 
embodiments of the invention have a plurality of sat- 
ellite units, some or all of which are sensor units hav- 
ing sensors for sensing alarm conditions such as the 
presence of an Intruder, fire or smoke. Such sensor 
units may also have sensors for sensing conditions 
such as low battery-power or tampering with the sen- 
sor unit. Other types of satellite units in the system, 
such as siren units, telecommunication units for alert- 
ing remote users or the emerging services, or key- 
pads for entering data or instructions into the master 
unit, may all include sensors for sensing information 
such as battery strength, and communications 
means such as that described above for transmitting 
signals to the master unit. The term "satellite unit" will 
thus be used to refer to any units such as the above 
which may be registered as members of the system 
by the method of the present Invention. 

In preferred embodiments of the Invention the 
second communications channel makes use of the 
L.E.D. which is provided on the housing of a conven- 
tional sensor unit. In particular, the satellite unit is de- 
signed or adapted so that, when suitably triggered, 
the L.E.D. will flash a series of pulses representing 
the satellite unit identification code. The control unit 
is provided with an "eye" for detecting the identifica- 
tion code pulses 

and with circuitry/software to demodulate the code 
information for recordal. This has the advantage of re- 
quiring only a few new elements in the satellite unit. 

The present invention may be embodied In sys- 
tems including an installer or operator's hand-set as 
well as in systems which only comprise a central unit 
and distributed sensors. The sensors may be intruder 
detectors, fire and smoke detectors or other devices. 
Each satellite unit is provided with a unique identifi- 
cation code, by a pseudo-random code generator se- 
lecting from a large range, by serially encoding each 
satellite unit, or otherwise. 

As mentioned above, in preferred embodiments 
of the invention the satellite unit registration transmis- 
sion is sent using the light emitting diode that conven- 
tionally is provided on the housing of a sensor unit. In 
conventional sensor units this LED is arranged to light 
up when the sensor unit is making a radio frequency 
transmission. In this way the owner of the system can 
see when a particular sensor unit is communicating 
with the control unit and has confidence in the sys- 
tem. The LED may be set up to illuminate when any 
or all of the possible radio frequency transmissions 
occur, e.g. "battery low", "tamper" or alarm condition 



transmissions. 

In preferred embodiments of the invention the 
conventional sensor circuitry is modified so as to in- 
clude a new switching arrangement controlling the II- 

5 lumination of the LED. This switching arrangement 
controls the on-off status of the LED so that a series 
of tight pulses representing the satellite unit identifi- 
cation code are transmitted when the LED section is 
triggered. The LED section may be arranged to be 

10 triggered when the satellite unit makes radio frequen- 
cy transmissions, as in conventional sensor units. Al- 
ternatively, or additionally, a special triggering button 
may be provided for manual operation by the installer 
or, in duplex systems, the LED section may be trig- 

15 gered by receipt of a special signal from the control 
unit or a hand-set. 

The control unit according to preferred embodi- 
ments of the invention Incorporates an optical detec- 
tor In addition to the normal radio frequency section, 

20 microprocessor, display, keyboard and input/output 
circuitry. The optical detector may be a light sensitive 
diode and preferably is provided on a circuit board 
within the control unit so as to be accessible only to 
the installer. The output of the optical detector is 

25 thresholded, demodulated and fed to the control unit 
microprocessor. The microprocessor is adapted to 
detect the occurrence of a valid satellite unit identifi- 
cation code, for example by checking whether a re- 
ceived series of pulses corresponds to an identif ica- 

30 tion code having an appropriate number of bits. 

The invention will now be described further by 
way of example, with reference to the figures, of 
which 

Figure 1 shows an alarm system including a mas- 
35 ter unit and a plurality of satellite units; 

Figure 2 shows an embodiment of a satellite unit 
for use according to the invention. 
Figure 3 shows an embodiment of a master unit 
for use according to the invention; and 
40 Figure 4 shows an alarm system including a mas- 

ter unit, a plurality of satellite units and a portable 
intermediate signal transfer unit. 
Referring to Figure 1, there is shown in diagranrv 
matic form a plurality of satellite units 1, which in this 
45 example are sensor units for sensing alarm condi- 
tions, each communicating with a single master unit 
2. In certain circumstances only a single satellite unit 
1 need be used however. In general, a plurality of sat- 
ellite units, an exemplary form of which is described 
so in more detail in relation to Figure 2, may be located 
at a number of places around a site to be monitored. 
A single master unit, an exemplary form of which Is 
described in relation to Figure 3, may be placed at a 
convenient location on or off the site. 
55 Referring now to Figure 2, the satellite unit 1 

which in this example Is a sensor unit, has sensors 5 
which may be, for example, an Intruder sensor such 
as an infra-red sensor, and fire and/or smoke sensor. 
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Each satellite unit 1 may have a single type of sensor, 
or a plurality of sensors. Stgnalsfrom the or each sen- 
sor 5 are sent to sensor monitoring circuitry 6 which 
sends signals Indicative of whether an alarm condi- 
tion Is detected to a control unit 10, When an alarm 
condition is detected, the control circuitry 10 causes 
a radio-frequency transmitter 14 to transmit a signal 
indicative of the detected alarm condition, and Indica- 
tive also of the particular satellite unit 1 from which 
the signal Is being transmitted. This is done by incor- 
porating a unique Identification code, stored in a 
memory unit 12, In the transmitted signal. 

Referring now to Figure 3 the master unit has a 
radio-frequency receiver 22 for receiving signals from 
the or each satellite unit 1. Any signals received are 
monitored by a monitoring unit 24 and sent to a central 
processing unit 20 (CPU). The CPU compares the 
identification code portion of the received signal with 
a stored list of the identification codes of satellite 
units in a memory unit 25, in order to determine firstly 
whether the satellite unit from which the signal has 
been received Is within the relevant alarm system, 
and secondly in order to determine which satellite unit 
has sent the signal. If the signal Is indicative of an 
alarm condition detected by a satellite unit of the cor- 
rect alarm system, the CPU may instruct an output 
control unit 26 to cause an alarm unit 27 to produce 
a sound or light signal, or to produce a telecommuni- 
cations signal to a remote location. 

The present invention is concerned with the man- 
ner in which the master unit registers the identifica- 
tion codes of the or each satellite unit. 

According to a preferred embodiment of the in- 
vention, the or each satellite unit 1 has an optical 
transmitter 1 3 such as a light emitting diode (LED) to 
which the control unit 10 sends signals when trig- 
gered suitably. Triggering may be caused by means 
of a dedicated trigger unit 11 and causes the control 
unit 1 0 to send a signal, including a portion containing 
the unique identification code of the particular satel- 
lite unit 1, to the optical transmitter 13. The portion 
containing the identification code is used to modulate 
an illumination signal to the LED, thus causing the 
optical transmitter 13 to emit a series of light pulses 
indicative of the satellite unit identification code, 
when the optical transmitter 13 Is triggered. 

The master unit 2 is provided with an optical re- 
ceiver 21, including for example a photodiode. In or- 
der for the master unit to register the identification 
code of a satellite unit 1 , the satellite unit is positioned 
such that the optical signals transmitted by the satel- 
lite unit are received by the optical receiver. The mas- 
ter unit 2 is placed in a "LEARN" mode by actuating 
a user control input unit 29. The satellite unit 1 is then 
triggered to cause it to emit the optical signal indica- 
tive of the Identification code, which Is received by the 
optical receiver 21 . An optical receiver monitoring unit 
23 monitors the receh^ed signal and demodulates it in 



order to obtain the code information which is passed 
to the CPU 20. If necessary, the monitoring unit 23 
may be provided with filters and other processing cir- 
cuitry in order to remove any contributions to the re- 

5 ceived signal due to, for example, electric lighting. If 
a valid code is detected, the CPU 20 registers that 
code in the memory unit 25 as the code of a satellite 
unit in its system. 

The above steps are repeated for each satellite 

10 unit 1 In the system, each unit having a unique iden- 
tification code, the codes being stored in the memory 
unit 25. When the identification codes of all the sat- 
ellite units have been registered, the master unit 2 is 
released from Its "LEARN" mode by means of the 

15 user control unit 29, and the satellite units may then 
be installed in their required locations. 

The master unit 2 shown In Fig. 3 includes an op- 
tional signal transmitter unit 28 which may be activat- 
ed by signals from the CPU 20 if it is required to have 

20 a duplex system. In this case, the or each satellite unit 
1 includes an optional master-unit signal receiver 15, 
shown In Fig. 2. With the duplex system, the transmit- 
ter 28 may be caused by the CPU 20 to send out a trig- 
ger signal to the satellite unit whose Identification 

25 code is being "learned", thus removing the need for 
the trigger input unit 11 in each satellite unit 1. Alter- 
natively the transmitter 28 may be used to send out 
"TEST" signals to the satellite units. In order to deter- 
mine whether or not they are functioning correctly, or 

30 whether their power supplies are low. The manner in 
which this is done will not be explained in detail, but 
It should be noted that signals sent by the transmitter 
18 may carry identification codes indicative of the 
satellite units for which they are intended, or of the 

35 master unit itself in order to prevent the satellite units 
from responding to "TEST" signals from the master 
units of neighbouring systems, provided the satellite 
units are provided with suitable circuitry to recognise 
and respond to the identification codes transmitted to 

40 them. Referring now to Fig. 4 an alternative manner 
of registering the identification codes of satellite units 
in a system will be described. According to the system 
of identification code registration shown diagrann- 
matically in Fig. 4, the satellite units 1 and the master 

45 unit 2 are essentially the same as those used in the 
system of Fig. 1. There Is, however, an intermediate 
stage In the registration of codes, involving an addi- 
tional component which will be referred to as the in- 
termediate signal transfer unit 3. The intermediate 

50 signal transfer unit 3 is a portable unit which Includes 
an optical receiver 30 which may be similar to the opt- 
ical receiver 21 in the master unit 2, and also includes 
an optical transmitter 32 which may be similar to the 
optical transmitter 1 3 In the satellite units 1 . Between 

55 the receh^er 30 and transmitter 32 is suitable circuitry 
31 to detect an optical signal, store data Indicative of 
the detected optical signal, and regenerate the optical 
signal after a period of storage, the signal being trans- 



4 



7 



EP 0 629 985 A1 



8 



mitted by the optical transmitter 32. 

The system shown in Fig. 4 allows the master unit 
2 to register the identification codes of the satellite 
units 1 after said satellite units have been installed in 
their respective locations around the site to be moni- 
tored. Instead of bringing each satellite unit 1 to a pos- 
ition within view of the master unit 2, the intermediate 
signal transfer unit 3 is taken to each satellite unit 1 
in turn, and the satellite unit is triggered to produce 
an optical signal, either by means of a trigger input 
unit 1 1 such as that shown in Fig. 2, or otherwise. The 
satellite unit then produces the optical signal includ- 
ing a portion indicative of the unique identification 
code of that satellite unit, which is received, process- 
ed and stored by the intermediate signal transfer unit 
3. The optical signals from one or more satellite units 
1 can be stored in this way. The intermediate signal 
transfer unit 3 is then taken to a position such that opt- 
ical signals from its optical transmitter 32 are visible 
to the optical signal receiver 21 of the master unit 2. 
The identification codes stored in the intermediate 
signal storage unit 3 are then "downloaded" to the 
master unit 2 by activating the optical transmitter 32 
such that the signals detected from the satellite units, 
or signals indicative of these signals are regenerated 
and can be received by the optical receiver of the 
master unit for processing by the CPU 20 and storage 
in the memory 25 as was described in relation to Fig. 
3. 

A major advantage of any of the optical systems 
described above is that only units within optical 
range, e.g. 6 inches, can become registered onto the 
system. Other types of short-range or low power 
transmissions which do not penetrate walls and the 
like can alternatively be used, for example, infrared 
and ultraviolet transmissions and ultrasonic and mag- 
netic methods. These types of transmissions are gen- 
erally referred to as being transmitted on "line-of- 
sight" channels, the important characteristic of such 
channels being that signals from transmitters outside 
a given range or outside a building or site to be moni- 
tored can be prevented from being received by the 
master unit on such channels. The expression "line- 
of-sight" should thus not be taken to include only visi- 
ble or optical manners or communication. 



Claims 

1 . A method of registering a satellite unit as a menrv 
ber of a system including at least one satellite 
unit, the method comprising: 

setting a master unit capable of receiving 
signals on a radio frequency channel and a line- 
of-sight channel to receive signals on the line-of- 
sight channel; 

triggering a satellite unit capable of trans- 
mitting signals on a radio frequency channel and 



on a line-of-sight channel to send a satellite unit 
identification signal over the line-of-sight chan- 
nel; and 

arranging the satellite unit and master unit 
5 such that the master unit recovers and registers 

the satellite unit identification signal. 

2. The method of claim 1, further comprising the. 
steps of receiving the signals transmitted over 
10 the line-of-sight channel from the satellite unit on 

a movable transceiver; 

repositioning the movable transceiver in 
llne-of-slght communication with the master unit; 
triggering the movable transceiver such 
IS that signals indicative of those received from the 

satellite unit are retransmitted such as to be re- 
ceived on the line-of-sight channel of the master 
unit 

20 3. The method of claim 1 or 2, wherein the line-of- 
sight channels are optical channels. 

4. The method of claim 3, wherein the satellite unit 
further comprises a light emitting diode, means 

25 for triggering illumination of the light emitting di- 

ode and means for modulating the illumination of 
the diode by the satellite unit identification signal; 
and wherein the master unit further comprises 
means for demodulating identification signals 

30 from light pulses receh^ed on the optical channel. 

5. The method of any previous claim, wherein the 
system is a duplex system, and further compris- 
ing the step of transmitting a signal from the mas- 

35 ter unit for triggering a transmission from the sat- 

ellite unit on its line-of-sight channel. 

6. The method of any previous claim, wherein the 
system is a duplex system, and the master unit 

40 has means for storing a master unit identification 

signal; 

the satellite unit further comprises means 
for receiving transmissions from the master unit 
and for recovering and registering the received 
45 master unit identification signal; said method fur- 

ther comprising the step of 

triggering the master unit to transmit a sig- 
nal including the master unit identification signal, 
whereby the satellite unit recovers and registers 
50 the received master unit identification signal. 

7. The method of claim 6, wherein the master unit 
transmits the master unit identification signal on 
its line-of-sight channel. 

55 

8. The method of any previous claim, wherein the 
satellite unit is adapted to detect a predetermined 
condition and on the detection of the condition to 
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transmit an alarm signal on the radio frequency 
cliannel. 

9. The method of any previous claim, wherein the 
Identification signal of the satellite unit Is unique- s 
ly determined. 

10. The method of any previous daim, wherein the 
identification signal of the satellite unit is a pseu- 
do-random identification code. io 

11. A system comprising a master unit and at least 
one satellite unit, wherein: 

the or each satellite unit comprises means 
for transmitting signals including a satellite unit is 
identification signal over a radio frequency chan- 
nel and means for transmitting signals including 
the satellite unit identification signal over a line- 
of-sight communication channel; and 

the master unit comprises means for re- 20 
ceiving signals on radio frequency and line-of- 
sight communications channels; means for re- 
covering satellite unit identification signals from 
the received signals and means for registering 
identification signals received on the line-of-sight 25 
channel as identification signals of satellite units 
belonging to the system. 

12- The system of claim 11, further comprising a 

movable transceiver having means for receiving 30 
communications transmitted over the line-of- 
sight communication channel by a satellite unit, 
and means for retransmitting communications in- 
dicative of those received over a further line-of- 
sight communication channel such that they are 35 
received on the line-of-sight communications 
channel of the master unit. 

13. The system of dalm 11 or 12, wherein the line-of- 
sight communications channels are optical chan- 40 
nels. 

14. Thesystemof daim 11, 12or13, wherein the sat- 
ellite unit line-of-sight channel transmission 
means comprises a light emitting diode, means 45 
for triggering illumination of the light emitting di- 
ode and means of modulating light pulses from 

the diode by the satellite unit identification signal. 

1 5. The system of any of claims 1 1 to 1 4, wherein the so 
system Is a duplex system and the master unit is 
adapted to transmit, in use, a signal to trigger a 
transmission from the or each satellite unit on its 
lin&-of-slght communications channel. 

55 

16. Thesystemof any of claims 11 to 1 5, wherein the 
system Is a duplex system and the master unit is 
adapted, when triggered, to transmit a signal in- 



cluding a master unit identification signal and the 
or each satellite unit comprises means for receiv- 
ing the transmission from the master unit, and 
means for recovering and registering the re- 
ceived master unit identification signal. 

17. The system of dalm 16, wherein the master unit 
is adapted to transmit the master unit identifica- 
tion signal over its line-of-sight communications 
channel. 

18. The system of any of daims 11 to 17, wherein the 
or each satellite unit Is adapted to detect a prede- 
termined condition and on the occurrence of the 
condition to transmit on alarm signal on the radio 
frequency communications channel. 

1 9. The system of any of daims 1 1 to 1 8, wherein the 
Identification signal of the or each satellite unit is 
uniquely determined. 

20. The system of any of daims 1 1 to 19, wherein the 
identification signal of the or each satellite unit is 
a pseudo-random identification signal. 

21 . The system of any of daims 1 1 to 20, wherein one 
or more of the satellite units comprises a passive 
infrared sensor adapted totriggeran alarm trans- 
mission on the radio frequency channel when a 
moving Infrared source is detected. 

22. The system of any of daims 1 1 to 21 , wherein one 
or more of the satellite units comprises a fire or 
smoke detecting element adapted to trigger an 
alarm transmission on the radio frequency chan- 
nel when fire or smoke Is detected. 

23. A system according to any of claims 1 1 to 22, fur- 
ther comprising means to switch the master unit 
between a first mode in which identification sig- 
nals recovered from signals received on the line- 
of-sight channel are registered as identification 
signals of satellite units belonging to the system, 
and a second mode In which signals received on 
the radio frequency channel are monitored and 
compared with registered identification signals, 
whereby to determine whether a sensor within 
the system has detected a predetermined alarm 
condition. 

24. A master unit for a system Induding the master 
unit and at least one satellite unit, the master unit 
comprising: 

means for receh/ing communications on a 
radio frequency channel; 

means for receiving communications on a 
line-of-sight communications channel; 

means for recovering and registering sat- 
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eliite unit identification signals from communica- 
tions received on the llne-of-slght communica- 
tions channel; and 

means for recovering satellite unit identifi- 
cation signals from communications received on 5 
the radio frequency channel and for comparing 
the recovered identification signals with the reg- 
istered identification signals whereby to enable 
received communications to be disregarded if 
transmitted by unregistered satellite units. io 

25. The master unit of claim 24, wherein the line-of- 
sight channels are optical channels. 

26. The master unit of daim 24 or 25, further com- is 
prising means for transmitting a signal to trigger 

a satellite unit transmission on its line-of-sight 
communications channel. 

27. The master unit of claim 24, 25 or 26, further com- 20 
prising means for transmitting a signal including 

a portion indicative of an identification signal as- 
signed to the master unit. 

28. The master unit of any of claims 24 to 27, further 2S 
comprising means to switch the master unit be- 
tween a first mode, in which satellite unit Identi- 
fication signals recovered from signals received 

on the line-of-sight channel are registered as 
identification signals of satellite units belonging 30 
to the system; and a second mode, in which sig- 
nals received on the radio frequency channel are 
monitored and compared with registered identifi- 
cation signals, whereby to determine whether a 
sensor within the system has detected a prede- 35 
termlned alarm condition. 
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